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Abstract— This paper provides a study of hash functions comparison on holy Quran integrity verification to ensure 

integrity of data in digital copy of holy Quran. There are many methods available in data security area for integrity 

verification. This study presents a comparison of three cryptographic hash functions SHA256, RIPEMD160 and Blake3 

which used to verify the integrity of digital holy Quran and determine which one is better. Blake3 hash function is chosen 

in this proposed schema because it has many characteristics, the most important of which is the speed characteristic, and it 

will be mentioned in detail in Background section. Furthermore security analysis and performance analysis are focused on 

this study.  In security analysis by apply four experiments to find out the strength and effectiveness of each three hash 

functions and all possible possibilities of hash collisions be carefully analysed and studied. Speed in term of execution time 

is measuring for all three hash function and this is under the umbrella of the performance analysis. The results that we have 

obtained say that the Blake3 hash function is the fastest function with the rest two hash functions. And the resulting 

number of the time that the attacker need to come up with a fake verse using SHA256/BLAKE3  will be greater than the 

number obtained by using RIPEMD160. 

Keywords—Integrity, Holy Quran, Hash functions, SHA256, RIPEMD160, Blake3. 

I. INTRODUCTION 

Verifying the integrity of sensitive texts available on the 

internet, such as the text of the verses of holy Quran, is an 

important field and requires more effort and focus on the 

part of researchers. It is necessary to provide techniques 

that are easy and accessible to all users and suitable for all 

types of formats available for digital texts of holy Quran 

copies. 

Usually , internet users share content without verifying the 

content accurately ,especially Islamic texts , which are 

among the most sensitive texts ,and one of the visualizing is 

that any false or manipulated Quran verse may be shared , 

which may cause confusion in religious concepts , and all 

this is due to ignoring the verification process from the text 

of verse  before it was shared .God has told us that his book 

is protected and preserved the Holy Quran from any 

tampering or alteration , and it is impossible to violate this 

promise . 

In this research an authentic text-based copy of digital Holy 

Quran will be used. Most of the digital Quran sources come 

from well-known institutions sponsored by governments 

such as Tanzil (2021). This resource strive to provide 

authenticated digital Holy Quran[1]. "Tanzil " site chosen 

as an authenticated source of digital copy of holy Quran 

because this site provides the ability to download text files 

of verses numbered according to the numbering in the Holy 

Qur’an. The scope of this work is narrowed down to the 

performance evaluation of the three types of hash functions 

BLAKE3, SHA256, RIPEMD160 on integrity verification 

of the verses of holy Quran  and taking into consideration  

measurement of time , size, and security . Note that, the 

term table is used to represent database and record of table 

represent the rows inside database. 

This study is based on two hypotheses the first one is that 

the digital copy of holy Quran is from authenticated source, 

the second hypothesis is that the Blake3 hash function is the 

fastest function. 

II. RESEARCH PROBLEM

A. Problem Specification

Religious websites, social media websites and other online

blogs  which may contain online sensitive digital contents

can be accessed and downloaded [2]. The holy Quran book

requires very capable techniques in protecting against

tampering and verifying whether any part of it has been

changed, because it is a very sensitive book in terms and

hidden meaning as until now there is no specific procedure

or method for verification and we can consider it the best

solution, but in a field of security information many way

that serve this field.
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Hashing algorithms are used to make integrity verification 

on holy Quran such as in Izzat Alsmadi study a framework 

have been  proposed to estimate  digital Holy Quran 

integrity  by using MD5 hash functions [3], but as it is 

known MD5 hash function is not secure anymore and it is 

severely compromised [4],  Almazrooie et al. [1] generate 

hash tables of the Holy Quran and chosen SHA256 and 

RIPEMD160 hash functions also a single compression 

technique used as a verification method and this method is  

specifically designed for the Quranic verses. But the 

cryptographic hash function used by Almazrooie et al.   

study which are SHA256 and RIPEMD160 are vulnerable 

to attack   [5] .Although SHA-2 provides stronger 

encryption, however, it is vulnerable to length extension 

attack[6]. All hash functions those built with the Merkle–

Damgård construction are vulnerable to length extension 

include such as SHA-256 and RIPEMD-160. More recent 

hash functions, such as SHA-3 or BLAKE3, aren’t 

vulnerable to length extension[7]. 

 

In this research, the focus will be on execution time more, 

as the most prominent feature of the BLAKE3 hash 

function is that it is the fastest among the hash functions. 

In this proposed paper the BLAKE3 cryptographic hash 

function is selected to be included in the comparison and 

evaluation of performance with the functions SHA256 and 

RIPEMD160 hash functions. The selection of BLAKE3 

because it is multithreaded and among the faster 

cryptographic hashing algorithms currently[8]. 

In addition, the researcher Kumar et al.  [9] said about the 

BLAKE3 hash function the following characteristic: 

 The world’s fastest hashing function BLAKE3 

 BLAKE3 targets 128-bit security strength against 

pre-image attack, collision attack or differentiability 

attacks 

 

B. Research Objectives 

This paper aims to: 

 Evaluate the performance of Blake3 hash function on 

Holy Quran integrity verification and  

 Compare the speed and security of Blake3 hash 

function with SHA256, RIPEMD160 hash functions. 

 Analyze the security of hash functions by check 

collision resistance on any possible attack. 

 Analyze the execution time of three hash functions  

 

III. BACKGROUND 

 

Integrity verification of content refers to the process of 

managing and assuring the accurateness and correctness of 

the content being transferred or being made available to end 

users[10]. In this section we talk about hash function 

algorithms  used in this study, take in your mind that this 

work focus on text based format.  

 

A. Hash Functions Algorithms 
This research focused on three hash functions SHA256, 

RIPEMD160 and Blake3 algorithms, the following 

sections highlight them. 

1. SHA stands for Secure Hash Algorithm. Published in 

2001. The SHA256 algorithm takes as input a 

message of arbitrary length that smaller than 264 bits 

and produces as output a 256-bit message digest of 

the input. However, SHA-256 has no multi-threading 

ability, and thus it is not fast enough for transactions 

[11]. 

2. Race Integrity Primitive Evaluation Message Digest 

(RIPEMD-160) is an improved, 160-bit version of 

the original RIPEMD, and first published in 1996 and 

the most common version in the family. Security, 

speed, and space are the main factors while selecting 

the RIPEMD160 to be adopted in the holy Quran 

integrity verification[11]. 

3. BLAKE3 is a cryptographic hash function announced 

on January 9th, 2020. It is multithreaded and among 

the faster cryptographic hashing algorithms currently. 

it is considered safe for all security purpose[8]. 

A benchmark published by the BLAKE3 authors on 

an Intel Cascade Lake-SP 8275CL processor showing 

it to be 5x faster than BLAKE2 and 15x faster than 

SHA3-256[12]. 

The algorithm has proven much faster than standard 

algorithms like MD5, SHA-1, SHA-2, SHA-3, and 

BLAKE2.The performance improvement was 

achieved by reducing the number of rounds from 10 

to 7 and dividing and hashing separately the input 

block into a contiguous chunk of 1KB This 

separation allows solving the problem of parallelizing 

data processing  [9]. 

Because of these many features of this hash function, 

it will be chosen in this research to hashing verses of 

the Holy Qur’an, and this is the first time that this 

function has been used in integrity verification of 

Holy Quran verses.  

 

B. Related Works 

Verifying the integrity of the digital Quranic verses has 

attracted many researchers and many works have been 

published in this area. This researchers are listed below:  

Almazrooie et al. [1] have proposed an integrity verification 

methods for digital verses of the Holy Quran. The first 

method uses cryptographic hash functions and generate the 

hash table of the Holy Quran. SHA256 and RIPEMD160 

hash functions are chosen. The second method is a single 

compression technique which manipulates data during the 

run time. Laouamer and Tayan [13] propose an approach 

based on singular value decomposition (SVD) for 

watermarking the data is proposed to confirm the 

authenticity of published online text-image content, and is 

applied on digital-Quran text-images as an ideal case study 

of content with challenging sensitivity constraints.  Hilal et 

al.  [14] propose another integrity verification technique 

used for English Text is Watermarking and Natural 

Language Processing Approach is proposed based on word 

mechanism and first level order of Markov model to 

improve the accuracy of tampering detection of sensitive 

English text. There are many studies that have discussed the 

comparison between cryptographic hash functions from 

different aspects, some in terms of speed performance and 
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the other in terms of the ability to resist attacks, some of 

them will be mentioned below: 

 

A comparative study of MD5 and SHA256 algorithm which 

determine which is better. The parameters which used to 

compare in this study are the running time and 

complexity[15] .Another study compares different hashing 

encryption algorithms like MD5, SHA-1, and SHA-512 and 

provides several suggestions about how to choose different 

hashing encryption algorithms for particular cases [16].  

 

There are also many researchers who talked about the 

Blake3 function in the field of integrity verification and in 

other fields as well. Kumarv et al. [9] proposed a trusted 

third-party auditor (TPA) model which uses lightweight 

cryptographic system and lightweight hashing technique to 

ensure data security and data integrity to audit the cloud 

users outsourced data from cloud service providers. Blake3 

is used as a lightweight hashing function in a proposed 

framework and store data into cloud storage safely.   

 

Shobharam et al.  [17] propose a model for Enhancing the 

Security and Performance of Cloud for E-Governance 

Infrastructure and BLAKE3 hashing function used as ultra-

powerful hash function As he said   in order to maintain the 

information security triad.  

 

IV.  RESULTS AND ANALYSIS 

 

Since in this study the focus has been on evaluating the 

performance of  three hash functions in encoding verses of 

holy Quran , the topic has been studied from several 

aspects, the most important of which are security and 

performance analysis, and we will address them in the 

following paragraphs with the results we have reached. 

 

A. Security Analysis and Results 

In the study  [11]  ,experiments were carried out and the 

results were harvested by focusing on only two hash 

functions , namely SHA256 and RIPEMD160 .in this study 

the same experiments will be applied to Blake3 hash 

function in addition to the two previous functions . 

 Experiment 1 : In this experiment , many attacks were 

focused on and shed light on collision resistance , and if 

the attacker was able to find the collision , the hash 

function is vulnerable to this attack. In [11] the attacks 

on SHA2456 and RIPEMD160 are focused and in this 

study attacks on all three hash function means in 

addition Blake3  hash function attacks Is focused also. 

a) The holy Quran verses collisions or duplications:  

Ensure there are no duplications in the message digests of 

the Quranic verses .Almazrooie said that there are 278 

duplicated verses in the Holy Quran. The results show that 

for any two different verses there is no duplication in the 

message digest[1]. As we know Surat Al-Rahman in the 

Holy Qur’an contains a verse that is repeated 31 times. This 

verse is 

 )13( الرحمن        

Each has the same hash value, the Figure.1 below shows the 

result of the hash values for the same verse repeated in 13, 

16 and 18 with the same hash values using the Blake3 hash 

function

 

 

 
Figure. 1. Duplications in the hash values using BLAKE3 

 

If the searching process for this verse content. Logically, 

the true answer is returned when the first match is found. In 

integrity verification process the central task is not to 

provide information about the Surah or Ayah numbers but 

to confirm the identicalness of the verses content not verses 

place. 

 

We are still on the subject of discussion about the 

duplications of the verses and the collisions, but now we 

will talk about it from another angle, which is the case in 

which we have two different verses. How likely we to get 

identical are hash values for these two different verses. The 

fact that common is that the checking collision 

experimentally is a hard problem, but for a small size 

database such as the digital Holy Quran the collision can be 

checked experimentally. Consider the following two verses: 

v1 = نسَانُ عَلَىٰ نفَإسِهِ بَصِيرَة  "  ِ "  بلَِ الْإ and the second verse v2 =  "  

آنِ الإمَجِيدِ   As it is noted, the two verses are different  ." ق ۚ وَالإقرُإ

where |v1| ≠ |v2|. Mathematically it cannot be proved that H 

(v1) ≠ H (v2) but experimentally it does. 

There is a possibility (Pr) for two different verses of 

different sizes to fall on the same hash value. where the 

probability of such a collision between verses may occur in 

that random space is very small (Pr  = 1/ 2n ) [1] where n is 

number of bits in message digest. 

 

Therefore, when RIPEMD160 is used the probability of the 

collision is 1/ 2160, when SHA256 is used the probability is 



   Int. J. Sci. Res. in Network Security and Communication                                                                     Vol.11 (1), Feb 2023 

  © 2023, IJSRNSC All Rights Reserved                                                                                                                             4 

1/ 2256   and when Blake3 is used the probability is 1/ 

2256  where the message digest of Blake3 hash function is 

256 bit default output size [18].The empirical results of this 

experiments show that Pr[Ǝ(H(vi) =H( vj))] = 0, i.e. there is 

no collision between the verses of the Holy Quran when 

RIPEMD160 , SHA256  [1] or Blake3 hash functions are 

used. 

 

b) Birthday attack to find collision: 

As is well known, birthday attack is a type of cryptographic 

attack that belongs to a class of brute force attacks. It is the 

process of finding two arbitrary message that generate same 

message digest when processed by a hash function .The 

success of this attack largely depends upon the higher 

likelihood of collisions found between random attack 

attempts [19]. A birthday attack cannot be applied to 

compromise the hash tables produced in this study because 

the attacker has no control over the verses whose members 

must be uniformly distributed [1] ,meaning that the goal of 

an attacker is not to find a collision between two arbitrary 

messages but to find message which collides with a known 

verse. Therefore Birthday attack is not applicable in holy 

Quran verses verification field [1]. 

 

c) Second pre-image attack to find collision : Second-

preimage resistance means that for any input x, it is 

computationally infeasible to find another input x’ such 

that h(x)=h(x’)[20].The second pre-image attack  on 

Quranic verse works to find a sentence or fake verses 

whose message digest collided with a original verse of 

holy Quran . In [1] study CRC32 hash function was 

chosen because its message digest has a small size n= 32 

to evaluate the potential of the second pre-image attack in 

practice and calculate elapsed time to find collision. So 

verify that this attack is almost infeasible to apply on 

RIPEMD160, SHA256  in [1] study  and on Blake3in this 

study  ,the time required to obtain the fake verse using 

these three hash function is measured in huge numbers of 

years .The CRC32  attack experiment took only 140 

second to find the collision with parallel CPU-GPGPU 

computation  platform[1] . 

 

According to [1] study with a high-end computational 

power resources which capable to compute (6.4 × 1018) 

operations per second.by using RIPMD160 the attacker will 

need ()) ) 2160/(6.4 × 1018)) ÷ 60)÷60)÷24) ÷ 365 = 7.24 × 

1021 years (7,240 Quintillion years) to come up with a fake 

verse. Since the size of the message digest in both functions 

SHA256/BLAKE3 is 256 bit ,it is logical that the resulting 

number of the time that the attacker need to come up with a 

fake verse using SHA256/BLAKE3  will be greater than the 

number obtained by using RIPEMD160 . Therefore, the 

three hash functions are not vulnerable to second preimage 

attacks. When we talk about Blake3 security, it is said to be 

128 bits secure for all security goals, including pre-image, 

collision, or differentiability attacks. Thus, Blake3 is secure 

like SHA3-256 and other hashes that also targets 128-bit 

security[12]. 

 

B. Performance Analysis and Results 

In addiition to security , the performance analysis  was also 

focused on. Figure.2 shows the performance analysis of the 

three hsh functions used and the methodology followed 

,where the input verse which is stored in a separate row in 

T1 database . this verse enters in to the process of applying 

hash functions  to them and obtaining the value of the 

hash. Time is calculated here and the result is saved in the 

database T2 for the values of the Blake 3 hash function and 

T3 for the values of the SHA256 hash functionand T4 for 

the values of the RIPEMD160 hash function . The elapsed 

execution time result measurements were obtained by 

using the C# function “Stopwatch” where the measured 

time is in milliseconds (ms). 

 

 

 
Figure 2: Performance analysis experiment setup 
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Through researching and experimenting, it was noted that 

the execution time is divided into two types: the first type 

is the time of applying the hash functions to the Qur’anic 

text, and the second type is the time of searching and 

matching the database for the required verse or hash 

symbols. In the research [1], the searching time was shed 

light on, and it was metaphorically called the execution 

time. In this research, the topic will be presented in greater 

detail, which is an explanation of both types of execution 

time, which is the time of searching and matching the 

required verse or hash value  and the time of applying hash 

function on each verse and produce hash value .  

 
One of the meanings of the term execution time in our 

context this means the time elapsed in the process of 

applying algorithms, such as the first algorithm is the 

algorithm for cutting verses of the Holy Qur’an and saving 

them in a database table. This time is saved for each verse 

separately. Taking into account that the database 

management program used in this research is Microsoft 

SQL Server Management Studio v17.6. 

 

C. Performance Analysis Results 
Note that the first column in Table1  refers to the number 

of record in the digital Holy Quran database which is a text 

file obtained from Tanzil. The order of the records is 

according to the order of the verses in the hard copy of 

Holy Quran.In this paper, the results of both the time 

elapsed in the search process, which was called in this 

research the term search time, and the time elapsed in the 

process of applying the hash function to the verses of the 

Qur’an, which was called the term applying time, in 

relation to the search time, the time of searching for a 

specific verse was monitored Using the text of the verse or 

by using one of the used hash functions, and for the 

application time, the applying time of each of the three 

used hash functions was monitored, and therefore the 

difference in the results was compared and the following 

tables illustrate this. Expectedly, the results show that 

using the Blake3 hash function is faster than using 

SHA256 and RIPEMD160 hash functions of the process of 

hashing digital Holy Quran. The listed results in Table1 

are the average of ten runs. The following results was ran 

on an Intel(R) Core(TM) i7-4510U CPU @ 2.00GHz   2.60 

GHz. 
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Figure 3. Hashing Holy Quran Verses 

According to the specifications of the laptop used and the 

program language used, as the specifications of the 

computer used are Intel(R) Core(TM) i7-4510U CPU @ 

2.00GHz   2.60 GHz , and the language used are Microsoft 

Visual Studio 2022 ,Windows Forms App (.NET 

Framework) C# Project with GUI interfaces. The results 

shown in the above Figure.3 were obtained, where the 

figure shows that the BLAKE3 function is actually faster 

than the rest of the used hash functions, as the execution 

time elapsed in the BLAKE3 function is the shortest time. 

By noting the numbers in the last  three columns in the 

Table1, we note that the numbers in the column for results 

average The execution time of the  SHA256 function 

contains numbers that are from two to three times the 

results of the Blake3 function, and the same thing applies to 

the results of the RIPEMD160 function, where it is also the 

time elapsed in the hash process using the RIPEMD160 is 

two to three times greater than the time elapsed using the 

Blake3 function and the graph It also clarifies this, and thus 

we arrive at the conclusion that the Blake3 function is the 

fastest in the hashing process by two to three times as much 

as the least. The previous results talking about time elapsed 

for applying hash function algorithms on verses, and this 

final results for this process. Now the elapsed time for 

searching process in each three hash function and searching 

process in table of original verses by using matching 

technique will be focusing in the following lines. The 

following Table2 shows the results of the time elapsed in 

the search process using the verse text shown in the column 

of the original verse and the rest of the columns show the 

time of the search using the message digest of the three 

hash functions used. 
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Figure 4. Searching Holy Quran Verses 
 

Both the Table 2 and the Figure 4 show that searching by  

using the original text of a verse takes longer time than 

searching using the message digest value of the hash 

function, and accordingly we come to the conclusion that 

searching using a message for the hash is faster than 

searching using the original text of the verse and with more 

scrutiny of the results and a comparison between the three 

hash functions used ,we note that the BLAKE3 hash 

function is faster than the SHA256 hash function, where the 

search time using it is less. As for the RIPEMD160 hash 

function, it is noticeable that in most of the results it is the 
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least in the search time or the fastest, and this is attributed 

to the fact that the message digest value in the rate function 

is 160 bits, i.e. by 20 byte, which is the size of Less than 

the message digest size in the SHA256 and the Blake3 hash 

functions, both of which contain the message digest value 

256 bit, which is a value greater than the RIPE message 

digest. Finally, Parameters used in Comparison between 

used three hash functions SHA256, RIPEMD160 and 

BLAKE3 are discussed in the following Table3.  

 

D. Conclusion 

SHA256, RIPEMD160 and Blake3 hash functions are 

evaluated in the field of integrity verification of digital holy 

Quran. One table is generated for blake3 hash function next 

to two tables are generated for SHA256, RIPEMD160 hash 

functions while the verification process is taking place. The 

time that was taken in the generation process is termed in 

this research as the applying time, the time that was taken 

in the verification process is termed in this research as the 

searching time. The results of the conducted experiments 

show that the Blake3 hash function is –approximately-  3x 

faster than SHA256 and 2x faster than RIPEMD160 

especially in applying time. And the resulting number of 

the time that the attacker need to come up with a fake verse 

using SHA256/BLAKE3 will be greater than the number 

obtained by using RIPEMD160, also results say that the 

size of verse or the length and the place of record number 

of verse have the main effect on it and all of this are shown 

clearly in tables and figures above. 

 

E. Future work  

Through this thesis; many ideas not achieved yet. We can 

suggest some ideas or future study:  

 Verification of the Holy Qur’an for all its words 

according to the drawing that was revealed to it and all 

text based holy Quran applications or online websites 

that provide verification or searching property don’t 

take care on this differences in qurani_drawing or called 

The jurisprudence of Quranic drawing. Any application 

treat with holy Quran text don’t concern this differences 

in future works I hope to create a verification and 

searching technique on holy Quran that take care on this 

some word drawing differences and using the most 

accurate methods Compare between anther hash 

functions on digital copy holy Quran integrity 

verification. 

 
Table1 : Performance analysis results of applying time. The measured time is in milliseconds (ms) and the size is in bytes 

Record No Sura num Verse num Verse 

length 

RIPEMD160_Average 

TimeElapsed 

SHA256_Average 

TimeElapsed 

Blake3_Average 

TimeElapsed 

1 1 1 41 0.00696   0.01135 0.0041 

289 2 282 1174 0.02572   0.02679 0.00914 

779 5 110 588 0.01436 0.01638 0.0076 

890 6 101 148 0.0046 0.00979 0.00311 

1406 10 42 98 0.00439 0.00886 0.00253 

2822 24 31 746 0.01874 0.02604 0.01016 

4647 50 17 75 0.00447 0.00684 0.00234 

4649 50 19 74 0.00476 0.00696 0.00247 

5156 60 6 156 0.00512 0.00917 0.00281 

6236 114 6 26 0.00308 0.00462 0.00164 

 

Table 2 : Performance analysis results of searching time. The measured time is in milliseconds (ms) and the size is in bytes. 
Record 

No 

sura_num Vers_num Verse 

length 

RIPEMD160 

_Searching Time 

SHA256 

_Searching Time 

BLAKE3 

_Searching Time 

Original Verses Searching 

Time 

1 1 1 41 30.7569 52.507 42.5757 68.2412 

289 2 282 1174 74.1769 78.0417 49.8669 95.7787 

779 5 110 588 35.1333 56.424 44.3638 84.9313 

890 6 101 148 32.3398 63.2399 42.0436 104.317 

1406 10 42 98 30.5405 51.1976 42.3612 123.1292 

2822 24 31 746 29.6825 63.2668 42.8276 80.3263 

4647 50 17 75 30.0467 60.4857 41.7551 76.9587 

4649 50 19 74 34.1086 69.4664 44.073 83.5532 

5156 60 6 156 37.2471 70.9009 41.5786 69.1038 

6236 114 6 26 41.0281 82.1896 42.6252 92.9041 

 

Table3 : Hash Algorithms Comparisons 
 Block size Digest 

size 

Word size Round

s 

Operation Reference 

RIPEMD160 512-bit 160-bit 32-bit 16 AND, NOT, OR, Exclusive-OR [21] 

SHA256 512 -bit 256-bit 32 -bit 64 ADD, XOR, OR, AND SHIFT, ROTATE [22] 

BLAKE3 64-byte 256-bit 32-bit words 7 ADD ,XOR, Bitwise Right Rotation [18] 
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