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Abstract—This paper describes the implementation of distributed agent architecture for intrusion detection and response in
networked computers. Unlike conventional intrusion detection systems (IDS), this security system attempts to emulate
mechanisms of the natural immune system using Java-based agents. These security agents monitor multiple levels like packet,
process, system, user etc. of networked computers to determine correlation among the observed anomalous patterns, reporting
such abnormal behavior to the network administrator and possibly taking some action to counter a suspected security violation.
Here the focus is on the design aspects of such an intrusion detection system by integrating different artificial intelligence
techniques and a mobile agent architecture. Here anomaly based intrusion mechanism will be taken into consideration with the

help of agents.
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I.  INTRODUCTION (HEADING 1)

An intrusion is somebody (“hacker" or "cracker") attempting
to break into or misuse your system. The word "misuse" is
broad, and can reflect something severe as stealing
confidential data to something minor such as misusing your
email system for spam (though for many of us, that is a
major issue!). With the emergence of Internet and the World
Wide Web, the concept of Global village has taken its
inception. There are facilities to virtually achieve any kind of
information on the internet. All these advantages have been
achieved because of networking computers and associated
devices. There has been a rapid progress in this field. Along
with this, there is the arms race between the intruders and
people who provide security to the systems in networks. This
project IDS (detection and protection) [2, 3] runs on the host
machines and assists the network Administrators to detect
several intrusion attacks and inform to the owner of the
system and also provide security by blocking the malicious
users based on their IP addresses.

The concept of creating an intrusion detection system was
first proposed in 1980 by James Anderson [4]. However, the
field did not take off until 1987 when Dorothy Denning
published an intrusion detection model [10]. In 1988, at least
three IDS prototypes were created [6] [20] [21]. In the
following years, an ever-increasing number of research
prototypes were explored. The US government, realizing that
its computer systems were insecure, provided significant
funding for research in IDSs. Hundreds of millions of dollars
have probably been spent on IDS research within the last ten
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years. Because intrusion detection has become a mature
industry and a proven technology, nearly all of the easy
problems have been solved. No major breakthroughs in
intrusion detection research have recently been made.
Instead, commercial companies are mostly perfecting
existing intrusion detection techniques. With the maturation
of the intrusion detection field, traditional lines of intrusion
detection research are having diminishing returns. Therefore,
future intrusion detection research is expected to focus on
relatively unexplored areas such as:

e Attack response mechanisms,

e Architectures for highly distributed intrusion detection

systems,
¢ Intrusion detection inter-operability standards, and
e New paradigms for performing intrusion detection.

II.  MOBILE AGENT TECHNOLOGY

IDSs implemented using MAs is one of the new paradigms
for intrusion detection. MAs are a particular type of software
agent, having the capability to move from one host to
another. A software agent can be defined as [7]: “... a
software entity which functions continuously and
autonomously in a particular environment ... able to carry
out activities in a flexible and intelligent manner that is
responsive to changes in the environment ... Ideally, an
agent that functions continuously ... would be able to learn
from its experience. In addition, we expect an agent that
inhabits an environment with other agents and processes to
be able to communicate and cooperate with them, and



Int. J. Sci. Res. in Network Security & Communication

perhaps move from place to place in doing so.” Mobile
agents have been a research topic of interest for several
years, yet this research has for the most part remained within
laboratories and has not experienced a wide-scale adoption
by industry. The development of the World Wide Web
application, however, has dramatically stimulated interest in
this area of research by offering the possibility of a widely
deployed application that could use mobile agent technology.
The research community visualizes mobile agents launched
via web browsers to gather information and interact with any
node in the network. IBM and General Magic were early
pioneers of this vision, [8, 15]. Concurrent with this effort,
ARPA sponsored a Knowledge Sharing program. The
KQML language [13] was developed under this program and
remains one of the viable Agent Communication Languages
(ACLs). This research area was reformulated in the '95-'96
time frame when Java was released by Sun Microsystems.
Although Java is simply a new interpreted computer
language, it is designed for network interactions and is a
powerful enabling technology for mobile code. Web
browsers were quickly “Java-enabled” and the IT community
seemed convinced that mobile code would quickly become a
reality. The Java language provided some system
independence and considerable security features were
included in the language and implementations. These are not
unique features, of course, they simply were implemented
better in Java than other languages and so Java became
extremely popular. During this same period, numerous
proposals for mobile agent implementations were fielded.
For example, the Lava system [23, 14] was developed at
North Carolina State University. This system focused on
security problems and developed a simple security policy for
applets. Mitre Corporation [11, 12] also pursued work in this
area, developing authentication mechanisms and defining a
taxonomy of security related problems. An important
observation to make about most of the early work in this
field is the assumption made by most researchers about a
totally open system. That is, the security problems being
addressed are those found in a system with open connectivity
and with the maximum possible threats. Several researchers
reached conclusions indicating that the paradigm was not
useful since there were always certain threats that could not
be adequately countered while maintaining a totally open
system. Partly because of these conclusions, as well as well
publicized attacks against early Java enabled systems,
security related problems have hindered the widespread
adoption of MA technology. Security architectures have been
defined, but they contain too much residual risk for most
applications. Recent work at the University of Tulsa, for
example, proposes using mobile agents for data mining
purposes. Such an application requires providers of
information to keep their systems "open" to a multitude of
users, most of whom are unknown to the host. A good
overview of current mobile agent projects and technology is
provided in [18].
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However, relatively little work has been done on using a
mobile agent architecture for the purpose of providing a
security capability, such as intrusion detection. If a mobile
agent architecture is designed for a specific purpose such as
system administration or security function maintenance, then
strong authentication may be enforced and the residual risk
decreases significantly.

While MAs are an extraordinarily powerful tool, their
implementation has been  hindered by security
considerations. These security considerations are especially
critical for intrusion detection systems, with the result that
most security research in this field has concentrated upon the
architecture necessary to provide security for mobile agents.
We claim that such negative results are not fatal to the
proposed study since these security issues are likely to be
addressed by the research community and there will be few
authorized users of the MA-based IDSs within an
organization.

A. Java Agents for Meta Learning

The Java Agents for Meta-Learning (JAM) project [17] at
Columbia University, NY, applies meta-learning to
distributed data mining, using intelligent agents. Intelligent
agents employ artificial intelligence techniques to model
knowledge and reasoning, as well as behavior, in multi-agent
societies or domains. The design has two key components:
local fraud detection agents that learn how to detect fraud
and provide intrusion detection services within a single
corporate information system, and a secure, integrated meta-
learning system that combines the collective knowledge
acquired by individual local agents. Data mining, like neural
networks and other single-point learning applications, does
not enable knowledge sharing among agents. The meta-
learning approach attempts to overcome this limitation by
integrating a number of separately learned classifiers
embodied as remote agents.

III. INTRUSION DETECTION AGENT SYSTEM

The Information-technology Promotion Agency (IPA) in
Japan, is developing an IDS called the Intrusion Detection
Agent system (IDA) [5]. The IDA is a multi-host based IDS.
Instead of analyzing all of the users' activities, IDA works by
watching specific events that may relate to intrusions,
referred to as Marks Left by Suspected Intruder (MLSI). If
an MLSI is found, IDA gathers information related to the
MLSI, analyzes the information, and decides whether or not
an intrusion has occurred. The IDA system relies on mobile
agents to trace intruders among the various hosts involved in
an intrusion and to gather information. The architecture is
hierarchical, with a central manager at the root and a variety
of agents at the leaves. A sensor is an agent that resides at a
node in search of MLSIs. Upon discovery of such
information, the sensor notifies the manager who dispatches
a tracing agent to the host. The tracing agent initiates an
information-gathering agent to collect related information at
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the host, before moving onto any other site identified as a
suspected point of origin. The manager collects and
integrates the results from the information-gathering agent as
they return. Possible duplication caused by multiple sensors
detecting the same intrusion is resolved through a message
board at each monitored host. The developers indicate that
the resulting multiagent system is an efficient and effective
way for detecting intrusions.

A. IDS Requirements

At least one past effort has identified desirable characteristics
for an IDS. In [9], the authors indicate that, regardless on
what mechanisms an IDS is based, it must do the following:
¢  Run continuously without human supervision,
Be fault tolerant and survivable,
Resist subversion,
Impose minimal overhead,
Observe deviations from normal behavior,
Be easily tailored to a specific network,
Adapt to changes over time, and
Be difficult to fool.

We have developed a similar set of requirements along two
themes: functional and performance requirements.

B. Functional Requirements

As the network-computing environment increases in
complexity, so do the functional requirements of IDSs.
Common functional requirements of an IDS being deployed
in current or near-term operational computing environments
(see Appendix A for more information on the operational
environments envisioned) include the following:

e The IDS must continuously monitor and report
intrusions.

e The IDS must supply enough information to repair the
system, determine the extent of damage, and establish
responsibility for the intrusion.

e The IDS should be modular and configurable as each
host and network segment will require their own tests
and these tests will need to be continuously upgraded
and eventually replaced with new tests.

e Since the IDS is assigned the critical role of
monitoring the security state of the network, the IDS
itself is a primary target of attack. The IDS must be
able to operate in a hostile computing environment
and exhibit a high degree of fault-tolerance and allow
for graceful degradation.

e The IDS should be adaptive to network topology and
configuration changes as computing elements are
dynamically added and removed from the network.

e Anomaly detection systems should have a very low
false alarm rate. Given the projected increase in
network connectivity and traffic, simply decreasing
the percentage of overall false alarms may not be
sufficient as their absolute number may continue to
rise.
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The IDS should be able to learn from past experiences
and improve its detection capabilities over time. A
self-tuning IDS will be able to learning from false
alarms with the guidance of system administrators and
eventually on its own.

The IDS should be able to be easily and frequently
updated with attack signatures as new security
advisories and security patches become available and
new vulnerabilities and attacks are discovered.
Decision support tools will be necessary to help
system administrators respond to various attacks. The
IDS will be required not only to detect anomalous
events, but also to take automated corrective action.
The IDS should be able to perform data fusion and be
able to process information from multiple and
distributed data sources such as firewalls, routers, and
switches. As real-time detection demands push
networked-based solutions to re-programmable
hardware devices that can download new capabilities,
the IDS will need to be able to communicate with the
hardware-based devices.

Data reduction tools will be necessary to help the IDS
process the information gathered from data fusion
techniques. Data mining tools will be helpful in
running statistical analysis tools on archived data in
support of anomaly detection techniques.

The IDS should be capable of providing an automated
response to suspicious activity. Rapid changes in
network conditions and limited network
administration expertise make it difficult for system
administrators to diagnose problems and take
corrective action to minimize the damage that
intruders can cause.

The ability to detect and react to distributed and
coordinated attacks will become necessary.
Coordinated attacks against a network will be able to
marshal greater forces and launch many more and
varied attacks against a single target. These attacks
can be permutations of known attacks, be rapidly
evolving, and be launched at little cost to the
attackers.

Distributing the computational load and the diagnostic
capabilities to agents scattered throughout the network
adds a level of fault-tolerance, but it is often necessary
for the system administrator to have control over the
IDS from a central location.

The IDS should be able to work with other
Commercial Off-the-Shelf (COTS) security tools, as
no vendor toolset is likely to excel in or to provide
complete coverage of the detection, diagnosis, and
response responsibilities. The IDS framework should
be able to integrate various data reduction, forensic,
host-based, and network-based security tools.
Interoperability and conformance to standards will
further increase the value of the IDS.
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e IDS data often requires additional analysis to assess
any damage to the network after an intrusion has been
detected. Although the anomalous event was the first
detected, it may not be the first attempt to gain
unauthorized access to the network. Post event
analysis will be needed to identify compromised
machines before the network can be restored to a safe
condition.

e The IDS itself must also be designed with security in
mind. For example, the IDS must be able to
authenticate the administrator, audit administrator
actions, mutually authenticate IDS devices, protect the
IDS data, and not create additional vulnerabilities.

C. Perfromance Requirements

An IDS that is functionally correct, but that detects attacks
too slowly is of little use. Thus we must enumerate several
performance requirements for IDSs. The IDS performance
requirements include:

e To the extent possible, anomalous events or breaches in
security should be detected in real-time and reported
immediately to minimize the damage to the network
and the loss or corruption of confidential information.

e The IDS must not place undue burden or interfere with
the normal operations for which the systems were
bought and deployed to begin with. This requirement
makes it necessary for the agents to be cognizant of the
consumption of network resources for which they are
competing. There is a tradeoff between additional
levels of security monitoring and the performance
penalty to be paid by other applications.

The IDS must be scalable. As new computing devices are
added to the network, the IDS must be able to handle the
additional computational and communication load.

IV. MOBILE AGENTS FOR INTRUSION DETECTION

For mobile agents to be useful for intrusion detection, it is
necessary that many, if not all, hosts and network devices are
installed with an MA platform. This is not a far-fetched
assumption because an MA platform is general-purpose
software that enables organizations to implement many
different applications. If MAs become popular, every new
host may come preinstalled with a MA platform just as today
most personal computers come bundled with a Java
interpreter in the web browser. Contrast this to many IDS
schemes that assume that a host-based IDS is installed on
every host. It is generally too expensive to install a
proprietary solution (like a host-based IDS) on every host in
a network, but it is not unusual to install a general-purpose
interpreter (like an MA platform and Java virtual machine)
on every host.

A. Advantages

A number of advantages of using mobile code and mobile
agent computing paradigms
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have been proposed [16,22]. These advantages include:
overcoming network latency, reducing network load,
executing asynchronously and autonomously, adapting
dynamically, operating in heterogeneous environments, and
having robust and fault-tolerant behavior. This section
examines these claims and evaluates their applicability to the
design of ID systems.

V. INNOVATIONS IN INTRUSION DETECTION SYSTEMS

Intrusion detection systems are less than perfect. [19]
outlines a number of shortcomings of currently deployed
IDSs, which are summarized as follows:

e  No generic building methodology,

e Lack of efficiency,

e Lack of portability among monitored environments,

e Limited flexibility (includes tailor ability, scalability,
and dynamic re-configurability),

¢ Limited upgradability of detection techniques,

e Difficult maintenance of rule sets,

e No performance and coverage benchmarks, and

e No good way to test effectiveness.

Developers continue to solve some of these shortcomings
through the refinement of existing techniques, but some
shortcomings are inherent in the way IDSs are constructed.
While mobile agents can help improve IDSs in many areas,
they offer no help in others. For example, the ability of an
IDS to detect attacks from a single vantage point, by looking
at information from a single host, a single application, or a
single network interface (i.e., single point detection), is the
primary problem facing IDS manufacturers. Mobile agent
technology cannot enhance the ability of an IDS to perform
single point detection of attacks or reduce false positive rates.
Moreover, in most cases, mobile agent technology slows
down the ability of an IDS to process events thereby actually
decreasing its detection ability. This is a severe limitation for
single point IDSs attempting to evaluate events in real time.
This does not mean that MAs are not useful to IDSs. MAs
can solve several major problems with IDSs, but more
importantly, as discussed below, they can provide IDSs with
performance benefits and heretofore unseen capabilities. For
example, the mobility of agents make them ideal for
detection schemes that follow a “cop on the beat,” “immune
system,” or other model.

A. Network Intrusion:

A deliberate attempt to enter a network and break the
security of the network and thus breaking the confidentiality
of the information present in the systems of the network. The
person who tries to attempt such an action is called as an
Intruder and the action can be termed as Network Intrusion.
The network administrator is supposed to protect his network
from such persons and this software can help his in his
efforts.
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B. Intrusion detection systems (IDS)

An Intrusion Detection System (IDS) is a system that is
responsible for detecting anomalous, inappropriate, or other
data that may be considered unauthorized occurring on a
network. An IDS captures and inspects all traffic, regardless
of whether it’s permitted or not. Based on the contents, at
either the IP or application level, an alert is generated. An
IDS can be classified based on the input data or the detection
mechanism. Depending on the data used by an IDS, the IDS
can be classified into a network IDS or host-based IDS.

C. Network IDS:

A network IDS analyzes the data transmitted over a network.
A network IDS can protect a big network, a LAN, or a single
host. Data used by a network IDS includes, packet header
data, packet statistics, and application layer payload data.
Various network statistics such as rate of incoming packets,
rate of failed connections, and average session length can
also be used for detection purposes.

D. Host-based IDS:

A host-based IDS is deployed on the host machine to be
protected. Various host-related data like commands executed,
CPU usage, hard-disk access, memory usage, audit logs and
others can be used by a host-based IDS to detect an intrusion.
Sequence of system calls executed by a program can also be
used for the detection of an intrusion.

E. Based on the detection mechanism, an IDS can be
classified into a misuse IDS or an anomaly IDS.

e isuse IDS (or Signature IDS):

A misuse detector uses known patterns of attacks called
signatures to catch intrusions. A misuse IDS generates
signatures from a given set of attacks. While monitoring, it
checks if an attack pattern is present in the monitored data
and takes appropriate action when a signature is matched.
Hence, misuse IDSs can only detect known attacks.

e Anomaly IDS:

An anomaly detector records the normal usage patterns of
the system. Any system usage which deviates significantly
from the normal profile is considered a possible intrusion
and an alarm is raised. Unlike a misuse IDS, an anomaly
IDS does not require knowledge of attack patterns and thus
can possibly detect new attacks.

®  Need for an IDS:

Intrusion detection devices are an integral part of any
network. The internet is constantly evolving, and new
vulnerabilities and exploits are found regularly. They
provide an additional level of protection to detect the
presence of an intruder, and help to provide accountability
for the attacker’s action.
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e Four different types of attacks have been identified
which makes the need for an IDS critical.

v" Denial of service
Network-based denial-of-service [1, 2, 3] attacks are one of
the easiest types of attacks. It often requires little effort to
fully consume resources on the target computer, to starve the
target computer of resources, or to cause critical services to
fail or malfunction. Internal corporate networks typically do
not have internal filtering defenses against common denial-
of-service attacks, such as flooding.

v’ Threat to Confidentiality
Some viruses attach themselves to existing files on the
system they infect and they send the infected files to others.
This can result in confidential [1] information being
distributed without the author’s permission.

v Modification of contents
Intruders might be able to modify news sites, produce bogus
press releases, and conduct other activities, all of which
could have economic impact.

v\ Masquerade
A masquerade [1, 2, 3] takes place when one entity pretends
to be a different entity. Authentication sequences can be
captured and replayed after a valid authentication sequence
has taken place, thus enabling an authorized entity with few
privileges to obtain extra privileges by impersonating an
entity that has those privileges. Any system connected to the
internet and providing TCP-based network services (such as
a Web server, FTP server, or mail server) is potentially
subject to this attack. Note that in addition to attacks
launched at specific hosts, these attacks could also be
launched against your routers or other network server
systems if these hosts enable (or turn on) other TCP services
(e.g., echo).The consequences of the attack may vary
depending on the system; however, the attack itself is
fundamental to the TCP protocol used by all systems.

VI. PURPOSE AND SCOPE OF THIS SYSTEM.

v Purpose of the system:
The purpose of the system is to detect certain well-known
intrusion attacks on the host system and display warnings to
the user and also store information regarding the IP addresses
and allow the traffic based on that information.

v Scope of the system:

The system frames certain rules based upon the input given
by the user. It then allows traffic inwards or outwards based
upon the rules. The system also detects certain well-known
attacks and gives warnings to the user. The rules defined by
the system are intact can be used by the Agents who will be
always monitoring the network taking care of deviations
happening in the network. The Agents here I am suggesting
may be as stated below,

» [IMemory Agent

> JVM Agent

> System Agent

» Thread Agent
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In general I am speaking about Mobile Agents, where in my
view the Agents are mobile in nature sniffing the network
traffic, and the remote host with certain hierarchical
relationships, that may be has show below.

Ciraphical
Liser Interface

il T

Helper Dhacigicom’ Killer
Apent Action Agent
Aogant

Communicator
Agent
- F . Y
User-Lewvel Process-Level System- Packet-Level
honitoring Muonitoning Lenvel honitonng
Apent Agrerat hAonitaring Agrent
Apent
Figure 1. Agent Hierarchy

As per my view, the Advantage of this system over
Traditional IDS is no need to miss even a single new attack ,
and since it is an automated system, the impact of Agents
implementation, the presence of the Network/Host
Administrator is no more required always.

VII. CONCLUSION AND FUTURE WORK

When a hacker attacks a system, the ideal response would be
to stop his activity before he can cause any damage or gain
access to any sensitive information. This would require
recognition of the attack as it takes place. These signatures
needed to be updated by the vendors on a regular basis in
order to protect from new types of attacks. However, no
detection system can catch all types of intrusions and each
model has its strengths and weaknesses in detecting different
violations in networked computer systems. Recently,
researchers started investigating techniques like artificial
intelligence  autonomous agents and mobile agent
architectures for detecting intrusion in network environment.
Most existing intrusion detection systems either use signature
based or anomaly based intrusion detection system, here the
technique mobile agent architecture has been implemented.

Future work deals mainly with Analyzer agents. We aim to
study a set of statistical and behavior models in order to
develop a new one for describing a "correct" and an "attack
free" system behavior. We believe that these models will be
more efficient when coupled with other analyzer such as
signature-based systems.
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