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Abstract— Automated detection of legitimate java script code from a malicious injected code helps in distinguish between
malicious and non-malicious script In order to prevent the users from XSS attack, many client- side solutions have been
materialize; most of them being used are the filters that refines the malicious input. Moreover, many of these filters do not
provide prevention to the newly designed sophisticated attacks such as multiple points of injection, injection into script etc.
This paper proposes and implements an approach based on conceal XSS detection mechanism which bestow JSP detector that
scours the vulnerability in the web page that perform automated process to differentiate between java script codes from a
malicious injected code and also improvise the efficiency of fast policy check to optimize the speed of XSS attack detection
process. It ensures that the file modifications should not entertained by any unauthorized user, if anybody tries to modify it
automatically notify the authorized admin but it will contain any changes. Merely, this mechanism is very efficient for
detection and security concern.
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Container works with the Web server to provide the runtime
Environment and other services a JSP needs. It knows how to
understand the special elements that are part of JSPs.

I. INTRODUCTION
Automated detection mechanism that permits an attacker to

execute injected JavaScript in victim’s web browser in order
to gain access to the sensitive resources like cookies,
password, credit card numbers etc. XSS is an attack on the
client-side web browser, but its capabilities are exploited on
the web server side. For the exploitation of XSS
vulnerabilities on the web applications, an attacker crafts and
injects a malicious JavaScript payload on the web application
[5]. This script is injected in such a way that it seems to be
began component of the website and at last this script is
executed within the domain of the trust of the website. The
web server needs a JSP engine, i.e., a container to process
JSP pages. The JSP Container is responsible for intercepting
requests for JSP pages. This tutorial makes use of Apache
which has built-in JSP container to support JSP pages
development. A JSP
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A. JSP Processing

The following steps explain how the web server creates the
Webpage using JSP with a normal page, the browser sends
an HTTP request to the web server .The web server
recognizes that the HTTP request is for a JSP page and
forwards it to a JSP engine. This is done by using the URL
or JSP page which ends with .jsp instead of .html. The JSP
engine loads the JSP page from disk and converts it into
servlet content. This conversion is very simple in which all
template text is converted to println () statements and all
JSP elements are converted to Java code. This code
implements the corresponding dynamic behavior of the
page. The JSP engine compiles the servlet into an
executable class and forwards the original request to a
servlet engine. A part of the web server called the servlet
engine loads the Servlet class and executes it. During
execution, the servlet produces an output in HTML format.
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The output is further passed on to the web server by the
servlet engine inside an HTTP response. The web server
forwards the HTTP response to your browser in terms of
static HTML content. Finally, the web browser handles the
dynamically-generated HTML page inside the HTTP
response exactly as if it were a static page.

Il. LITERATURE SURVEY

1. Kanpata Sudhakaraina Naman J, Rao, et. al.[ 2015]
Introduces XBuster - they client-side defense against XSS,
implemented as an extension to the Mozilla Firefox
browser[3]. XBuster splits each request parameter into
HTML and JavaScript contexts and stores them separately. It
defends against all XSS attack vectors including partial script
injection, attribute injection and HTML injection.

2. Chokhawala Kirit 1., Dr Vinit Kumar et. al[
2016]developed a study and analyze the application level
attacks for secure web application. An application level
attack contains Cross Site Scripting attack, SQL injection
attack, Command Injection Attack and Cookie Poisoning
attack [9]. A web application is a software application that is
accessed over the Internet using Hyper Text Transfer
Protocol (HTTP). In a typical web application a client
interacts with a web server by exchanging a series of
messages that are made up of HTTP requests and responses.

3. V. Nithyal, S. Lakshmana Pandian2 et. al.[ 2015]
developed the analysis of detection and prevention of Cross-
Site Scripting (XSS) help to avoid this type of attack. They
evaluate a technique to detect and prevent this kind of attack
[5]. Cross-Site Scripting (XSS) vulnerabilities are being
exploited by the attackers to steal web browser’s resources
by injecting the malicious JavaScript code on the victim’s
web applications. This feature is useful to enforce the
execution of malicious code in a user’s Web browser.

4. Monika Rohilla, et. al.[ 2016.] In this paper XSS attacks
have been discussed with their classifications. Selection of
victim web application which is vulnerable for XSS attack
and some vulnerability scanners are also discussed [7] the
techniques are discussed in detail with real life case studies
and guidelines to prevent them are also evaluated in this

paper.

5. D. K. Patil K. et. al.[ 2016] In this paper, they
implemented a novel client-side XSS sanitizer that prevents
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web applications from XSS attacks[6]. The sanitizer is able
to detect cross-site scripting vulnerabilities at the client-side.
It secures the web browser, because modern web browsers do
not provide any specific notification alert or indication of
security holes or vulnerabilities and their presence in the web
application.

6. Manisha S. et. al.[ 2014] This survey paper focuses on
various security tools and prevention techniques are available
to mitigate attacks due to Cross-site Scripting (XSS) and
Cross-site request forgery (CSRF) vulnerabilities[8]. Cross-
site request forgery (CSRF), SQL Injection those are used to
exploit by the hackers for malicious purposes. merely there is
a need for API’s/automated security tools to identify and to
prevent these vulnerabilities before the application goes
live00000.

7. Neha Gupta,[ 2015] This paper presents a new XSS
defense approach which is based on the OWASP guidelines
available for prevention of XSS attacks. In this approach for
XSS defense there is an XSS checker [1] that will check for
the unauthorized characters in each parameter in the input
and block them on both client side and server side of a web
application. Client side solutions reduces the run time
overhead and server side solutions are more reliable as any
attack occurring when request is going from client to server
will be detected by server side solution only but it incurs
runtime overhead. So a combination of both will be more
robust as it can prevent most of the attacks and manage
runtime overhead effectively. This approach is tested on a
prototype. It is found that this approach covers major
categories of XSS attacks i.e. reflected and stored and will
require no additional frameworks.

8. Shashank Gupta, B.B.Gupta,[2015] this paper presents an
enhanced XSS defensive methodology for the cloud
platforms[4]. They have implemented the framework which
initially scans the HTTP requests for the embedded URI
links that points towards the links of external JS files and
which may contain malicious XSS payload. they design also
explores the HTTP response for extracting the script content
and compares this content with the script content retrieved
from the URI links. Any resemblance observed will be
extracted and set of scripts would be considered as malicious
XSS worm.

I1l. SYSTEM ARCHITECTURE
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XSS Detection mechanism helps in Comparing between
legitimate java script codes from a malicious injected code.
It determines the detection process in comparing the
malicious java script code by the non malicious java script
code. The web server needs a JSP engine, i.e., a container to
process JSP pages. The JSP container is responsible for
intercepting requests for JSP pages. This tutorial makes use
of Apache which has built-in JSP container to support JSP
pages development.

MALICIOUS
SCRIPT
| CODE S
Tava REPORT ER
FILE VT XS5 ANALYSIS
UPLOADER Siﬂ_jk DETECTION ~ v
’ PERCENT E
R
NON
MALICIOUS
SCRIPT
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Fig: 1 Efficient detection process of malicious java script

A File up loader

File up loader is a concept of unloading file in the web
Uploading File to server using Servlet and JSP is a common
task in Java web application. Before coding your Servlet or
JSP to handle file upload request, you need to know little bit
about File upload support in HTML and HTTP protocol [16].
If you want your user to choose files from file system and
upload to server than you need to use <input type="file”/>.
This will enable to choose any file form file system and
upload to server. Next thing is that form method should
be HTTP POST with encrypt as multipart/form-data, which
makes file data available in parts inside request body. Now in
order to read those file parts and create a File inside Servlet
can be done by using Servlet Output Stream.

B. Java server page (JSP)

JSP technology is used to create web application just like
Servlet technology. It can be thought of as an extension to
servlet because it provides more functionality than servlet
such as expression language, jstl etc. JSP page consists of
HTML tags and JSP tags [4]. The jsp pages are easier to
maintain than servlet because we can separate designing and
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development. It provides some additional features such as
Expression Language, Custom Tag etc.

C. XSS Detection

XSS detection mechanism helps in distinguish between
legitimate java script codes from a malicious injected code
[10]. It determines the detection process in comparing the
malicious java script code by the non-malicious java script
code. XSS detector process by evaluating the java script code
if the client or server uploads the file in any other script
except than java the file will be called as non-malicious.

IV. METHODOLOGY

A. Methods and Procedure

JSP dynamically generates web page based on html, xml or
other document types. JSP allows java code and certain
predefined actions to be interacted with the static markup
content.

e  Start the server web page.

e Put the JSP file in a folder and deploy on the server.
Upload the file by clicking file up loader.

e XSS detector detects the vulnerability available in
the web page and regenerates.

e If the uploaded file contains java script language
then the file is considered as non-malicious java
script file

e Else, if the uploaded file contains other language is
marked as malicious java script file.

e It improves the fast check policy by installing the
timer which detects the Exacts time taken in
detection and uploading file.

e It contains a check box in the design view that
notifies the admin if somebody tries to modify or
change the content of the web page.

V. RESULT

File uploading mechanism helps in uploading various files.
XSS detector perform the process by evaluating the java
script code if the client or server upload the file in any other
script except than java the file will be called as non-
malicious. It helps in distinguish between legitimate java
script codes from a malicious injected code.
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Upload Your File

Up[ﬂﬂd Your File Browse. Mo file seietted

Upload

Fig: 2 File uploading mechanism

File Name Timing File Sizre View File
18.1xt 1.67 0.0032720565795898438 Click Here
138.4xt 0.04 0.D050B73£2478027344 Chck Here
18.txt 0.04 0.0032720£65795898438 Click Here
p27_evenis.htm| 0.15 Z.5988983154296875E-4 Chck Here
new html 0403 7 59124755858375E-4 Click Here
18.1xt n 0.0032720565795898438 Chick Here

Fig: 3 Updated Table of files

File updated table of malicious and non malicious which
shows File Name, Timing, File size. Both malicious and non
malicious file are saved in same table.

Existing System Timing Proposed System Time Efficiency

=

Fig:4 File Detection speed of maicious script

File detection speed of malicious and non malicious script
uses a dynamic graph it contains a code reusability which
helps in reducing calling time of every file while uploading
files of malicious and non malicious script
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You cannot Change Hash Value without Admin Permission...

Fig: 5 File modifying message box

File modification will not happen if any unknown user will
tries to modify the content of files. If the hash value has been
try to change in any file, automatically it will notify the
admin about the changes.

Regarding File Security nbox
255 PM (10 minutes ago)

scripiava18@gmail.com

139.tt This File has been try to mody

Fig: 6 File Security Notifications

While the file has been tries to modify it will notify the
admin by sending a security message for the security
concern.

VI. CONCLUSION

The main objective of this system is to replenish a secure
web page by the sustenance of automated detection of
legitimate java script code from a malicious injected code. It
contains java server page which dynamically loads the
uploaded data with the file extension .java. XSS detector
performs the role of scrutinized and detects the XSS
vulnerability and split it in to two parts malicious code and
non-malicious code. It enables the process of efficient speed
policy check and improvises the detection speed.
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