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Abstract: The internet protocol version 6 was developed to extend and eventually replace IPV4s capabilities but it poses 

several significant security issues. The stress in this paper is to identify the vulnerabilities that come in IPV6 and how to 

remove those vulnerabilities. The default method for IPv6 address generation uses an Organizationally Unique Identifier (OUI) 

assigned by the IEEE Standards Association and an Extension Identifier assigned by the hardware manufacturer. For this 

reason a node will always have the same Interface ID whenever it connects to a new network. Because the nodes IP address 

does not change, the node will be vulnerable to privacy related attacks. To remove this issue along with other vulnerabilities I 

will use a mechanism that randomizing the interface ID during its generation and more importantly, the verification process. 

The interface ID is also enciphered by using Advance Encryption Standard (AES). To enhance the security cryptographic 

algorithm Diffie Hellman for authentication and AES algorithm for encryption and decryption process is used both for the 

address of IPV6 as well as the message generated by the sender and receiver using the services of IPV6. In the proposed 

method both the combination of AES and Diffie Hellman is used to ensure authenticity and remove susceptibility. The 

proposed method is implemented in C# on .NET platform to realize the method. 

 

Keywords: IPV6, Randomized Interface ID, AES, Diffie Hellman, Datagram, SLAAC, Duplicate address. 

 

Nomenclature: AES (Advance Encryption Standard), DoS (Denial of Service), CN (Content Node), OUI (Organizationally 

Unique Identifier), SLAAC (Stateless Address Auto Configuration), IID (Interface Identifier), CGA (Cryptographically 

Generated Addresses), EUI (Extended Unique Identifier), NS (neighbor solicitation), CBID (Crypto-Based Identifiers), MD5 

(Message Digest five), DAD (Duplicate Address Detection). 

 

I. INTRODUCTION 

 

IPv6 is an Internet layer protocol used for assigning network 

addresses to communicate with devices across the Internet. 

IPV6 was firstly introduced by IETF (Internet Engineering 

Task Force) in mid-1990. IPV6 is a next generation protocol 

that tries to overcome the problems due to IPV4. IPV6 

provides 128-bit address space that is 3.4*(10)^38 addresses. 

This address space is very large (it’s in trillions in trillions). 

As we all are aware of the use of internet enable resources 

worldwide so the need of IP addresses are increasing day by 

day. That results in the deployment of IPV6. Because the 

addresses provided by IPV4 are only 4,294,967,296 (4 

billion) and have been used almost. Several experts forecast 

that IPV4 will be finished completely in upcoming years 

because of insufficient addressing space so the migration 

from IPV4 to IPV6 is necessary to meet the requirement of 

future network. 

The world of technology continues to grow larger and 

broader every single time. Thus, it is crucial for an enterprise 

to start deploying IPv6. However, some critical issues 

regarding security occurred in IPv6 deployment. Thus 

enterprise network exposed to more threats and attacks when 

they deploys IPv6. When threats increase, then the risks will 

increase. The IP address is formed by the combination of the 

subnet prefix and the Interface ID (IID). The subnet prefix 

composes the 64 leftmost bits of the IPv6 address. For public 

addresses it is obtained from a router via router 

advertisement messages. The IID composes the 64 rightmost 

bits of the IPv6 address. As we are trying to migrate from 

IPV4 to IPV6,there are some security issues that arise. Some 

are due to IPV4 and some are due to IPV6. Firstly we will 

define the features of IPV6, secondly identify the 

vulnerabilities and then use some technologies to remove 

those vulnerabilities. Then the new method is proposed for 

the removal of vulnerabilities. SLAAC (Stateless Address 

Auto Configuration) is an unique feature of IPV6 for 

generating IP addresses automatically for large organizations 

[6]. It does not need any human intervention. As soon as a 

node joins a network, it configures its IP address. Thus it 
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works in a Plug and Play fashion. It is used with other 

mechanism ND (Neighbor Discovery) to discover their 

neighbor routers and hosts. ND and SLAAC together can be 

termed as NDP (Neighbor Discovery Protocol). By using 

NDP, nodes on the network may get the information about 

the routers and process DAD (Duplicate Address Detection) 

[3]. In the network, communication between nodes takes 

place by exchanging messages, router solicitation (RS) 

message, router advertisement (RA) message and neighbor 

solicitation (NS) message [3][4]. When a host joins a 

network, it sends a RS message to the router and then router 

reply by sending RA message containing their prefix. To 

avoid conflicts on the network host processes DAD 

(Duplicate Address Detection) [6] by sending NS message. 

Organization of remainder of the research work is organized 

as follows. Section II is about the related works and recent 

findings in this field. Section III is describes about different 

techniques to remove vulnerabilities in the next generation 

IP. Section IV presents insight into the proposed method and 

describes about the algorithm used. Section V introduces the 

different actions on the proposed method by generating the 

symmetric key and verification method. Section VI deals 

about performance of the proposed method and simulation 

results. Section VII concludes the research work and focuses 

on findings also. 

 

II. RELATED WORK 

 

In the year 2013, Hosnieh Rafiee and Christoph Meinel [3] 

presented that the default method for IPv6 address 

generation uses an Organizationally Unique Identifier (OUI) 

assigned by the IEEE Standards Association and an 

Extension Identifier assigned by the hardware manufacturer 

(RFC 4291). For this reason a node will always have the 

same Interface ID (IID) whenever it connects to a new 

network. Because the node's IP address does not change, the 

node will be vulnerable to privacy related attacks. Currently 

this problem is addressed by the use of two mechanisms that 

do not use MAC addresses or other unique values for 

randomizing the IID during its generation, Cryptographically 

Generated Addresses (CGA) (RFC 3972) and Privacy 

Extension (RFC 4941). The problem with the former 

approach is the computational cost involved in the IID 

generation and, more importantly, the verification process. 

The problem with the latter approach is the lack of necessary 

security mechanisms and that it provides the node with only 

partial protection against privacy related attacks. This 

document proposes the use of a new algorithm in the 

generation of the IID to reduce computational cost while, at 

the same time, securing the node against some types of 

attack, like IP spoofing. These attacks are prevented by the 

addition of a signature to messages sent over the network 

and by direct use of a public key in the IP address. 

 

In the research paper of Emre Durda and Ali Buldub find 

and analyses that IPV6 and IPV4 threat happens on two 

stages. First part focuses on the attacks with IPV4 and IPV6 

similarities. Second part is focuses on the attacks with new 

considerations in Ipv6. 

 

Clause Castelluccia, Gabriel Montenegro, Julein Laganier 

and Christophe Neumann presented an opportunistic 

encryption scheme strictly layered on top of IPv6, assuming 

that a node needs to send data toward another node. The 

main contribution of this paper is to propose a solution that 

is fully distributed and does not rely on any global Trusted 

third Party (such as DNSSEC or a PKI). The IPsec gateways 

are discovered using IPv6 anycast, and they derive 

authorization from authorization certificates and Crypto-

Based Identifiers (CBIDs). The result is a robust and easily 

deployable opportunistic encryption service for IPv6. 

 

Stefen Hermann and Benjamin Fabia  revels that The next 

generation of the Internet Protocol (IPng) is currently about 

to be introduced in many organizations. However, its 

security features are still a very novel area of expertise for 

many practitioners. This study evaluates guidelines for 

secure deployment of IPv6, published by the U.S. NIST and 

the German federal agency BSI, for topicality, completeness 

and depth. The later two are scores defined in this paper and 

are based on the Requests for Comments relevant for IPv6 

that were categorized, weighted and ranked for importance 

using an expert survey. Both guides turn out to be of 

practical value, but have a specific focus and are directed 

towards different audiences. Moreover, recommendations 

for possible improvements are presented. Our results could 

also support strategic management decisions on security 

priorities as well as for the choice of security guidelines for 

IPv6 roll-outs. 

 

Hyungon Kim and Jong Hyouk Lee [8] proposes a Diffie-

Hellman key based authentication scheme that utilizes the 

low layer signaling to exchange Diffie-Hellman variables 

and allows mobility service provisioning entities to 

exchange mobile node's profile and ongoing sessions 

securely. By utilizing the low layer signaling and context 

transfer between relevant nodes, the proposed authentication 

scheme minimizes authentication latency when the mobile 

node moves across different networks. In addition, thanks to 

the use of the Diffie-Hellman key agreement, pre-established 

security associations between mobility service provisioning 

entities are not required in the proposed authentication 

scheme so that network scalability in an operationally 

efficient manner is ensured. To ascertain its feasibility, 

security analysis and performance analysis are presented. 

 

III. TECHNIQUES TO REMOVE THE 

VULNERABILITIES IN IPV6 
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There are a number of technologies already exist which try 

to solve the security issues that arise in the network by using 

IPV6. Some techniques analyzes what type of router should 

be used so that less security issues arise and some try to use 

different types of algorithms to reduce those security issues. 

 

III.I  UI-64 Method:  

 

Standard method of generation of IP interface IDs (IID) is 

Extended Unique Identifier (EUI-64) i.e. offered by IEEE 

Standard Association [6]. EUI-64 is the combination of OUI 

(Organizationally Unique Identifier) assigned by IEEE RSA 

and the extension identifier assigned by hardware 

manufacturer. Limitation of this approach is that it generates 

same IID whenever a node joins a network. So it makes 

intruders easy to track the node. 

 

III.II CGA (Cryptographically Generated Addresses) 

 

In this method a cryptographic public key is attached with 

IPV6 address in SeND (Secure Neighbor Discovery) 

protocol to generate random interface IDs. The resulted 

IPV6 address is called CGA [9]. For security point of view 

corresponding private key is then be used to sign message 

sent from the addresses. In this interface identifier is 

generated by computing a cryptographic hash function from 

public key and auxiliary parameters. CGA is the 

concatenation of modifier, subnet prefix, collision count, 

public key and optional extension fields. CGA is computed 

by using 9 step algorithm defined in rfc-3972 and can be 

verified by re-computing the hash value and by comparing 

the hash value with identifier. CGA prevents spoofing and 

stealing of existing IPV6 addresses. First limitation of this 

technique is that protection works without a certification 

authority. So an attacker can create a new address from an 

arbitrary subnet prefix and its own public key. Second 

limitation is that there is no method to prove that the address 

is not CGA so an attacker can take anyone’s CGA and 

present it as a non-CGA. 

 

III.III     Privacy Extension Approach:  

 

This is another method of randomly generating IIDs.  In this 

interface identifier is derived from IEEE identifier. By using 

this identifier a node can generate a global scope address 

that changes over time. Thus it make difficult eavesdropper 

and other intruders to identify the addresses as different 

addresses are used in different transaction. It uses two 

methods for the generation and maintenance of randomize 

interface identifier. First in the presence of stable storage 

and second in the absence of stable storage. When stable 

storage is present it assumes the presence of 64-bit “history 

value” i.e. used as an input to generate the random IID using 

MD5 algorithm. When a system boots first time a random 

value should be generated and saved to the history for the 

next iteration of the algorithm. When stable storage is absent 

In this it uses configuration information like user identity, 

security key, and serial number to generate some data bits 

and append some random data and compute the MD5 digest 

as before. In this ingress filtering is used to prevent the use 

of spoofed the source address in the distributed DoS attacks. 

Limitation of this approach is that it prevents privacy related 

issues but not security related issues. 

 

IV.      PROPOSED METHOD 

 

I introduces the simple solution with the less overhead and 

it’s very difficult almost impossible for the intruder to break 

the security of the proposed network. In the proposed 

solution IP addresses will be fetched by SLAAC. For node 

authentication and key generation I use Diffie Hellman 

algorithm and it will generate the unique IPV6 address 

which is not recognizable by the attacker. For the encryption 

of IP address and the messages I will use AES algorithm 

which is a private key cryptography.  

 

 
 

 

 

IPV6 address is of 128 bit, 128 bit IPV6 address contains 64 

bit MAC address and 64 bit IP address. 

 First, there is to break this 128 bit address into 64 bit 

MAC address and 64 bit IP address as MAC address is 

same but the IP address is different for every node. 

 Second, then Diffie Hellman algorithm and AES 

algorithm is applied on 64 bit IP address and make 

encrypted text. 

 Third, now I will combine 64 bit MAC address and 64 

bit encrypted IP and make unique 128 bit IP address. 

 Fourth, now this address is forward over network and 

make the network secure. 

Figure 1: Flow chart of proposed method 
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1. The IP address is to be obtained by node A using 

Stateless Address Auto Configuration (SLAAC). 

2. In the first step, both the parties will agree upon a shared 

symmetric key, initiator and responder both of them 

exchange the keys i.e. node A and the content node CN. 

3. The first packet is sent from A to CN for verification in 

the form of digital certificate. 

4. The certificate is decrypted by CN for further reference. 

5. The node verification is performed and authenticated. 

6. CN generates 64 bit valid pattern and update it in 

database. 

7. The second packet is sent from the remote endpoint back 

to the A, this packet will be the exact same information 

matching the crypto suit policy sent by the A. 

8. The third packet is sent from the initiator to the remote 

endpoint, this packet contains the key and nonce payload. 

9. This fourth packet as we would expect comes from the 

remote endpoint back to initiator and contains the remote 

endpoints key exchange and Nonce payload. 

10. The fifth packet is from the initiator back to the remote 

endpoint with a function which contains the nonce of A , 

nonce of CN, share secret key and Diffie-Hellman key. A 

secret key also contain the identity of initiator. 

11. The sixth packet is from the remote endpoint to the 

initiator contains the corresponding key exchange. 

12. If the node verifies it, then reply it with yes and indicates 

that it is still in working mode and finally the address 

generation and encipherment of address as well as 

message is generated using AES. 

 

V. KEY GENERATION AND VERIFICATION USING 

DIFFIE HELLMAN: 

1. User A selects a random ϒ ∈ Zq
*
, where gcd (ϒ, p − 1) = 

1 and computes g′ = (g * ϒ) mod p. Then, user A sends g′ to 

user B. 

2. After receiving g′, B selects a random kB ∈ Zq
*
, computes 

rB = g
k
B mod p, and sets e = Hash (g′

k
A) mod p and sB = (xe 

+ kA) mod q. B then sends (rB, sB) to A. The pair (rB, sB) is a 

delegation proxy certification for proving that B delegates 

his signing capacity to A. 

3. After the reception of the pair (rB, sB), A computes e’= 

Hash (r
ϒ

B) mod p and verifies the validity by checking if rB 

= g
s
B * y

-e′ 
mod p. 

4. If the equation rB = g
s
By

-e′
 mod p holds, then A sets sA = 

(sB * ϒ 
-1

 )mod q as a proxy key, sets (sA, g
s
A mod p) as 

public key pairs and sends the certificate request to the 

registration authority RB. 

5. According to certificate policy, RB identifies user A and 

then forwards the certificate request to the certificate 

authority CB for signing proxy certificate. 6. The key 

generated at both the end viz. sender A and receiver B 

should be able to verify the key for further communication. 

7. The process of key generating and verification mechanism 

is shown in figure 2. 

 

 
 

 

VI. SIMULATION AND RESULTS: 

 

For the purpose of showing the results, a module of program 

is written in .net platform and screenshot is taken of the final 

outputs. We can see in the figure 3 that how the IPV6 

packets are captured and in the figure number 4 the set of 

keys are generated using AES of the size of 128 bits long. In 

the next stage it can be found that duplicate nodes are 

detected if any using the authentication procedure of Diffie-

Hellman.  

 

Figure 3: Front page to capture and deliver the packet 
 

If the nodes are the authenticated then we will have the 

ciphering of the message as well as detection of malicious 

node if not found in the list of verified node. In the figure 3, 

code for the packet generation and then the packet capturing 

is shown by the CN. In the figure 4, the generated packet is 

encrypted using AES- using 128 bits 

 
Figure 4: Encrypted key generated of the size of 128 bit 

Figure 2: Key generation and verification process  
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Figure 5: Detection of duplicate addresses 

                Figure 6: IPV6 address encryption 

In the figure 5, we can now observe that after key generation 

and verification by Diffie-Hellman, whenever any address is 

found duplicate then it is reported. Then the address is 

encrypted using AES- 128 to ensure the authenticity and is 

shown in figure 6. In the figure 7 we may observe that after 

running the entire module simultaneously, the malicious 

node if any is to be find out.  

 

 
 

Figure 7: Malicious Node Detected 

Finally if any malicious node is found it is to be detected for 

the guaranteed removal of vulnerability. 

 

VII.  CONCLUSION AND FUTURE SCOPE 

 

As we know that privacy is an important issue in present 

time because of the number of attacks increasing day by day 

in the network. So the best solution for securing a network 

from being tracked by an attacker is to change the node’s IP 

frequently and by generating the random IID each time a 

node wants to generate a new IP address. So that intruders 

cannot track the IP address easily and data can be secured. 

There are two methods for generating random ID are CGA 

and Privacy Extension. But in these methods there are some 

limitation and issues like risk value and long computation 

time respectively. In the proposed solution as 128 bit unique 

address is generated so it will prevent the malicious nodes to 

enter in the network and make the network secure. In the 

proposed work, certification and authentication is used for 

preventing malicious node and secrets will be exchanged by 

Diffie Hellman Key Exchange Algorithm. To know the 

existence of malicious nodes, periodically challenges will be 

sending and also data or messages are encrypted by AES 

algorithm. So it is secure enough to give the security in the 

IPV6 network. 

With the assumptions of limited number of nodes is 

successfully tested. But the test I did went smoothly and I 

had no problem, except for the fact that the suggested 

method is running on local network only. It may be tested 

for the Internet also.  
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