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Abstract- Mobile ad hoc networks (MANETs) are a set of mobile nodes which are self-configuring and connected by wireless 

links automatically as per the defined routing protocol. Security is an essential requirement in MANETs. Compared to wired 

networks, MANETs are more vulnerable to security attacks due to the lack of a trusted centralized authority and limited 

resources. Attacks on ad-hoc networks can be classified as passive and active attacks, depending on whether the normal 

operation of the network is disrupted or not. These mobile nodes communicate with each other without any infrastructure, 

furthermore, all of the transmission links are established through wireless medium. There is no guarantee that a communication 

path is free from malicious or compromised nodes which deliberately wish to disrupt the network communication. So 

protecting the mobile ad-hoc network from malicious attacks is very important and challenging issue. In this paper we address 

the study of different types of attack, problem of packet forwarding misbehavior and propose a mechanism to detect the black 

and gray hole attacks. 
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I. INTRODUCTION 

Mobile Ad-Hoc network is an autonomous system, where 

nodes/stations are connected with each other through 

wireless links. There is no restriction on the nodes to join or 

leave the network, therefore the nodes join or leave freely. 

Mobile Ad-Hoc network topology is dynamic that can 

change rapidly because the nodes move freely and can 

organize themselves randomly. This property of the nodes 

makes the mobile Ad-Hoc networks unpredictable from the 

point of view of scalability and topology[1]. 

 

Mobile Adhoc Networks (MANETs) are dynamic in nature. 

Any nodes can join and leave the network at any time. 

Hence any type of intruders can attack the communication 

at any time, especially the routing mechanism between the 

nodes. In this study, we study and understand two types of 

attacks which cause more damage to the routing 

performance of MANET; the attacks are Black Hole attacks 

and Gray Hole attacks.[3]  

 
Figure 1 -Architecture of MANET [3] 

Mobile Ad-Hoc Networks are autonomous and 

decentralized wireless systems. MANETs consist of mobile 

nodes that are free in moving in and out in the network. 

Nodes are the systems or devices i.e. mobile phone, laptop, 

personal digital assistance, MP3 player and personal 

computer that are participating in the network and are 

mobile. These nodes can act as host/router or both at the 

same time. They can form arbitrary topologies depending 

on their connectivity with each other in the network. These 

nodes have the ability to configure themselves and because 

of their self configuration ability, they can be deployed 

urgently without the need of any infrastructure. Internet 

Engineering Task Force (IETF) has MANET working group 

(WG) that is devoted for developing IP routing protocols. 

Many routing protocols have been developed for MANETS, 

i.e. AODV, OLSR, DSR [1].  

 

Security in Mobile Ad-Hoc Network is the most important 

concern for the basic functionality of network. The 

availability of network services, confidentiality and 

integrity of the data can be achieved by assuring that 

security issues have been met. MANETs often suffer from 

security attacks because of its features like open medium, 

changing its topology dynamically, lack of central 

monitoring and management, cooperative algorithms and no 

clear defense mechanism. These factors have changed the 

battle field situation for the MANETs against the security 

threats.  
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The MANETs work without a centralized administration 

where the nodes communicate with each other on the basis 

of mutual trust. This characteristic makes MANETs more 

vulnerable to be exploited by an attacker inside the network. 

Wireless links also makes the MANETs more susceptible to 

attacks, which make it easier for the attacker to go inside 

the network and get access to the ongoing communication 

[2,4]. Mobile nodes present within the range of wireless link 

can overhear and even participate in the network.  

 

MANETs must have a secure way for transmission and 

communication and this is a quite challenging and vital 

issue as there is increasing threats of attack on the Mobile 

Networks. Security is the cry of the day. In order to provide 

secure communication and transmission, the engineers must 

understand different types of attacks and their effects on the 

MANETs. Wormhole attack, Black hole attack, Sybil 

attack, flooding attack, routing table overflow attack, Denial 

of Service (DoS), selfish node misbehaving, impersonation 

attack are kind of attacks that a MANET can suffer from. A 

MANET is more open to these kinds of attacks because 

communication is based on mutual trust between the nodes, 

there is no central point for network management, no 

authorization facility, vigorously changing topology and 

limited resources. 

II. RELATED WORK 

Security is an essential requirement in mobile ad hoc 

network (MANETs). Compared to wired networks, 

MANETs are more vulnerable to security attacks due to the 

lack of a trusted centralized authority and limited resources.  

Attacks on ad hoc networks can be classified as passive and 

active attacks, depending on whether the normal operation 

of the network is disrupted or not. In this paper, we are 

describing the all prominent attacks described in literature 

in a consistent manner to provide a concise comparison on 

attack types [1]. To the best of our knowledge, this is the 

first paper that studies all the existing attacks on MANETs. 

Wireless networks are gaining popularity to its peak today, 

as the users want wireless connectivity irrespective of their 

geographic position. There is an increasing threat of attacks 

on the Mobile Ad-hoc Networks (MANET). Black hole 

attack is one of the security threat in which the traffic is 

redirected to such a node that actually does not exist in the 

network. It’s an analogy to the black hole in the universe in 

which things disappear. The node presents itself in such a 

way to the node that it can attack other nodes and networks 

knowing that it has the shortest path. MANETs must have a 

secure way for transmission and communication which is 

quite challenging and vital issue.[2] In order to provide 

secure communication and transmission, researcher worked 

specifically on the security issues in MANETs, and many 

secure routing protocols and security measures within the 

networks were proposed.  

Previously the works done on security issues in MANET 

were based on reactive routing protocol like Ad-Hoc On 

Demand Distance Vector (AODV). Different kinds of 

attacks were studied, and their effects were elaborated by 

stating how these attacks disrupt the performance of 

MANET.  

The scope of this thesis is to study the effects of Black hole 

attack in MANET using both Proactive routing protocol i.e. 

Optimized Link State Routing (OLSR) and Reactive routing 

protocol Ad-Hoc On Demand Distance Vector (AODV). 

Comparative analysis of Black Hole attack for both 

protocols is taken into account. The impact of Black Hole 

attack on the performance of MANET is evaluated finding 

out which protocol is more vulnerable to the attack and how 

much is the impact of the attack on both protocols. The 

measurements were taken in the light of throughput, end-to-

end delay and network load. Simulation is done in 

Optimized Network Engineering Tool (OPNET). 

AODV: AODV is described in RFC 3561 [4]. It’s reactive 

protocol, when a node wishes to start transmission with 

another node in the network to which it has no route; 

AODV will provide topology information for the node. 

AODV use control messages to find a route to the 

destination node in the network. There are three types of 

control messages in AODV which are discussed bellow.  

Request Message (RREQ): Source node that needs to 

communicate with another node in the network transmits 

RREQ message. AODV floods RREQ message, using 

expanding ring technique. There is a time to live (TTL) 

value in every RREQ message, the value of TTL states the 

number of hops the RREQ should be transmitted.  

Route Reply Message (RREP): A node having a requested 

identity or any intermediate node that has a route to the 

requested node generates a route reply RREP message back 

to the originator node.  

 

Route Error Message (RERR): Every node in the network 

keeps monitoring the link status to its neighbor’s nodes 

during active routes. When the node detects a link crack in 

an active route, (RERR) message is generated by the node 

in order to notify other nodes that the link is down. Black 

hole attack disturbs the routing protocol by deceiving other 

nodes about the routing information. A black hole node 

works in the following scheme: once receiving RREQ and 

RREP messages, the attacker replies RREP messages 

directly and claims that it is the destination node. The 

source node is likely to receive a pseudo-RREP from the 

attacker before the real RREP returns. Under these 

circumstances, the source node sends data packets to the 

black hole instead of the destination node. When the source 

node transmits data packets through the black hole, the 

attacker discards them without sending back a RERR 
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message. As for gray hole, its behavior is similar to a black 

hole. A gray hole does not drop all data packets but just part 

of packets. We define the Gray Magnitude as the 

percentage of the packets which are maliciously dropped by 

an attacker. For example, a gray hole is gray magnitude of 

60% will drop a data packet with a probability of 60% and a 

classical black hole has a gray magnitude of 100%.  The 

black and gray hole attack will bring great harm to the 

performance of Ad Hoc network. In previous research, the 

authors have carried out experiment on black hole attacks 

[6].   In Section V of this paper, we first analyze the impact 

of gray hole under different malicious drop rate. The 

malicious drop rate is defined by the ratio of dropped packet 

number and received packet number. Especially, the 

malicious drop rate of a black hole is 100%. 

 

Previously the works done on MANETs focused mainly on 

different security threats and attacks. Among these attacks 

Black Hole attack involved in MANET is evaluated based 

on reactive routing protocol like Ad-Hoc On Demand 

Distance Vector (AODV) and its effects are elaborated by 

stating how this attack disrupt the performance of MANET. 

Very little attention has been given to the fact to study the 

impact of Black Hole attack in MANET using both 

Reactive and Proactive protocols and to compare the 

vulnerability of both these protocols against the attack. 

There is a need to address both these types of protocols 

under the attack, as well as the impacts of the attacks on the 

MANETs. This thesis analyzes Black Hole attack in 

MANETs using AODV and OLSR which are reactive and 

proactive respectively in nature.  

 

III. OBJECTIVE OF THE STUDY 

 

Previously the works done on MANETs focused mainly on 

different security threats and attacks. Among these attacks 

Black Hole attack involved in MANET is evaluated based 

on reactive routing protocol like Ad-Hoc On Demand 

Distance Vector (AODV) and its effects are elaborated by 

stating how this attack disrupt the performance of MANET. 

Very little attention has been given to the fact to study the 

impact of Black Hole attack in MANET using both 

Reactive and Proactive protocols and to compare the 

vulnerability of both these protocols against the attack. 

There is a need to address both these types of protocols 

under the attack, as well as the impacts of the attacks on the 

MANETs. The main Objective of this paper is to find out 

the solution for Black and Gray Hole Attacks. 

 

IV. METHOD & PROPOSED CONCEPT 

After whole research work I analyzed that all the attacks are 

raised due to the lack of centralized system. So if we link a 

centralized system with MANET then it prevent the attacks 

.It is a  type of network where all users connect to a central 

server, which is the acting agent for all communications. 

This server would store both the communications and the 

user account information. Most public instant messaging 

platforms use a centralized network. Also called centralized 

server-structure 

 

Fig 2: MANET with Centralized System 

Advantage- 

� It Maintains the record of malicious nodes 

� It protect from Attacks to MANET. Because data 

will transmit through centralized system.  

 

Disadvantage- 

� It is  a Time Consuming Process. 

� If the System fails to work or down, then no 

transmission b/w MANET is possible.  

� The initial costs are higher than with decentralized 

systems because you first have to invest in the 

master controller, which is generally the most 

expensive component of the installation. 

              V. CONCLUSION 

In this study we have studied and analyzed the performance 

of two types of attacks known as Black Hole and Gray Hole 

attacks. As shown in graphs the impacts of these two attacks 

are considered under various network attributes and we 

have also compared the impact of  these two attacks. As 

shown in the gray tables the Black Hole attacks are more 

vulnerable than Gray Hole attacks because the packet drop 

ratio is high for Black Hole attacks compared to Gray Hole 

attacks, not only that the normalized routing load also 

increases in the presence of Black Hole attacks compared to 

Gray Hole attacks.  

 

When compared to packet delivery fraction Black Hole 

attacks delivery rate decreases compared to Gray Hole 

attacks, the routing packets also decreased in the presence 

of Black Hole attacks to that of Gray Hole attacks. In our 

future work we try to analyze other such types of malicious 

behavior in AODV protocol. Further, while studying the 
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AODV protocol we understand about its drawback, so we 

will provide a solution to secure AODV protocol. 

 

   VI. FUTURE WORK 

Future work could- 

� Design an algorithm for Centralized MANET. 

� To overcome disadvantages of Centralized 

MANET.  
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